AUDIT &
TRAINING

Penetration Testing
Identity and Access Management
Network Analysis and Protection
Data Loss Prevention (DLP)
Application Security

Security Monitoring and Incident
Response

Cybersecurity Education

Cloud Security

Digital Forensics
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Who we are

More than 20 years in the IT sector.

History:

Since 1994, programming and providing
systems security services. In 2021, together
with other professionals in the sector such as
systems engineers, programmers and
cybersecurity trainers, CBA was born, to
provide only and exclusively cybersecurity
services.

Team:
We have certified professional auditors /
trainers in various disciplines.

What we offer

We offer auditing, consulting and training services in cybersecurity. We audit according to
the following frameworks:

- ISO/IEC 27001.
This standard establishes the requirements for establishing, implementing,
mMaintaining and continually improving an information security management system
(ISMS) within the general context of business risk management.

 NIST Cybersecurity Framework.
Developed by the National Institute of Standards and Technology (NIST) in the United
States, this framework provides guidelines for improving organizational cybersecurity,
based on key functions such as Identify, Protect, Detect, Respond and Recover.

And organizations such as:

« OWASP Top Ten.
Organization that marks or proposes audit points for applications/web pages.

* ENISA.
The European Union Agency for Cybersecurity, which works in collaboration with the
member states of the European Union to improve cybersecurity throughout the
region.

Services

Vulnerability Assessment: Performing security audits to identify potential gaps and
weaknesses in IT infrastructure.

Penetration Testing: Simulating cyber attacks to assess the resilience and defense
capabilities of systems.

Identity and Access Management: Implementing solutions to manage and protect access
to systems and data, using multi-factor authentication and access control.

Firewall and Network Protection: Configuring and managing firewalls to filter unauthorized
traffic and protect networks from attacks.

Data Loss Prevention (DLP): Implementing measures to prevent accidental or malicious
leakage of confidential information.

Application Security: Reviewing and protecting applications from potential vulnerabilities
and attacks, including secure software development.

Security Monitoring and Incident Response: Continuous monitoring of network activity to
detect and respond to potential security incidents quickly and efficiently.

Cybersecurity Education: Training and awareness programs for employees, with the goal
of improving security practices and reducing the risk of insider threats.

Data Encryption: Implementing encryption techniques to protect the confidentiality of
stored and transmitted data.

Cloud Security: Evaluating and improving the security of cloud-based solutions, as well as
implementing appropriate policies and controls.

Digital Forensics: Investigating security incidents to determine the origin and extent of an
attack, as well as to gather legal evidence.

Regulatory Compliance: Ensuring that security operations comply with industry-specific
regulations and standards.

Protection against Malware and Advanced Persistent Threats (APTs): Implementation of
solutions to detect, prevent and respond to malware and APT attacks.

Security Updates and Patches: Constant maintenance of systems and applications to
apply security patches and mitigate known vulnerabilities.

Mobile Device Security: Implementation of policies and solutions to protect information
on mobile devices and ensure the security of communications.

Risk Analysis: Provides insight to your company's management, in order to address potential
security incidents.

ENS (National Security Scheme) or We help you implement it.

Certified by
Ec-Council in Computer Hacking Forensic
Investigator

Certified by
Microsoft in Microsoft Security Operations
Analyst

Microsoft
CERTIFIED

EG-Council

C/HFI
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CERTIFIED

Training

We advise you on the best training for your
personal or business growth. Let us guide you
through the best certifications and courses on the
market, both free and paid.
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